NuadopmMmamunoHHaA IAMATKA I O0yUAIOIUXCA /IS pa3MelleHuA
Ha opunuaabHbix NHTEpHET-pEecypcax

C KaxkIbIM TOZIOM MOJIOZIE’KUA B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIBHUKHU OJTHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMUYECTBa
BO3MOJKHOCTEHM, MHTEPDHET HECeT W Ipo0OsieMbl. DTa IaMATKA JIOJPKHA IIOMOYb Tebe
0e30I1aCcHO HAaXOAUThCS B CETH.

KomMmnbroTepHble BUPYCHI

KoMmmbloTepHBINT BHpPYC - OTO PA3HOBUAHOCTh KOMIBIOTEPHBIX IIPOTPAMM,
OTJIMUYUTETBHOU OCOOEHHOCTHI0O KOTOPOU SABJISIETCA CIHOCOOHOCTH K Pa3MHOKEHHI0. B
JIOTIOJTHEHNE K 3TOMY, BUPYChl MOTYT IMOBPEAUTHh WM IIOJTHOCTHIO YHHUUTOXKUTH BCE
daiiiel M JaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATE0, OT HMEHU KOTOpPOro ObLia
3alyIeHa 3apaké HHasg IporpaMMa, a TaKKe MOBPEAUTh WU JaXKe YHUYTOXKHUTH
OTEPAIlMOHHYI0 CHCTEMY €O BceMHu ¢aiijlaMd B IeJioM. B OOJIBIIMHCTBE CJIydaeB
PacCIpOCTPAHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTOI[I)I 3allIUThI OT BPEAOHOCHBIX ITPOTPAMM:

1 I/ICHOJIBSYI‘/JI COBPEMEHHDbIE OII€EPpAIMOHHBbIE CUCTEMbI, UMEIOIIIUE cepbé 3HBIA YPOBEHDb
3allIUThI OT BPEAOHOCHBIX ITPOTPaAMM;

2 IlocTrosHHO ycraHaBiuBayd mautu (Iu¢pPOBBIE 3aIIaTKH, KOTOPbIE aBTOMAaTHYECKH
yCTaHABJIUBAIOTCA C II€JIBI0 JIOPAaOTKM IPOrpaMMbI) W ApyrHe OOHOBJIEHHs CBOeU
omepanuoHHOU cucTeMbl. CKaunBall UX TOJIBKO ¢ OQUITUATIHLHOTO caiiTa pa3paboTynKa
OC. Ecim cyIiecTByeT peKUM aBTOMaTHUECKOr0 OOHOBJIEHU s, BKJIFOYH €T0;

3 Paboraii Ha cBoeM KOMIIBIOTEPE 1104 IIpaBaMU I10JIb30BATEJIA, 4 HE aAMUHUCTPATOPA.
ITO He II03BOJIUT 6OJII:-IIII/IHCTBy BPEAOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATHCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4 HWcnosb3yil aHTUBHUPYCHBIE ITPOTPaMMHBIE ITPOIYKTHI H3BECTHBIX ITPOU3BOJIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHUEM 0a3;

5 OrpanHuub GUBUUECKUH JIOCTYI K KOMITBIOTEPY /JIs TOCTOPOHHUX JIUII;

6. Mcnonp3yil BHeIlIHNEe HOCUTEeNIU UHPOPMAIUY, Takue Kak (Jielika, JUcK uiu ¢aita
13 UHTEPHEeTA, TOJIbKO U3 MpOo(epeHHBIX NCTOUHUKOB;

7 He OTKpbIBail KOMIIBIOTEPHBIE (halyIbl, TIOJIyUEeHHBIE U3 HEHA/IE KHBIX UCTOYHUKOB.
Jlaxke Te daitpl, KOTOpbIe IPUCIAJ TBOM 3HAKOMBIH. JIydllle yTOUHU y HET0, OTIIPaBJISI
Ji1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BuJ mepefauym JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpeH/], MapKa.
Eme B 1991 rogy HuzepsiaHAcKkas KoMnaHus 3aperucrpuposaia 6pers « WECA», garo
obo3Hauaso cioBocoueranne « Wireless Fidelity», koTopsiil nepeBoauTCs Kak
«becrpoBO/IHASA TOYHOCTH>.

Jlo Hamero BpeMeHHM /olLIa Jipyrasg ab0peBuaTypa, KOTOpas SABJISETCA TAKOU Ke
TexHoJiorueil. Ito abbpeBuatypa «Wi-Fi». Takoe HazBaHHe O6BUIO JJAHO ¢ HAMEKOM Ha
CTaHZIApT BbICHIUM 3ByKOBOUMl TexHuku Hi-Fi, 4To B IlepeBojie 03HAUaeT «BBICOKASA
TOYHOCTB>.

Jla, becIuiaTHBIM MHTEPHET-AOCTYII B Kade, OTeIAX U adpOIOPTax SABJIAETCS OTIMYHOU
BO3MOKHOCTBIO BBIXOZla B WHTepHeT. HO MHOrue B5KCHEPTHl CUUTAIOT, YTO



obmenocrymabie Wi-Fi ceTu He ABIAIOTCA 0€30IMaCHBIMU.
CoBeTbl 110 6e301acHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBow JjuuHyr0 WHpoOpManuio udepe3 obOmemoctynHblie Wi-Fi cerm.
Paboras B HUX, KeJIaTeJIbHO He BBOJIUTH IAPOJIU JOCTYIIa, JOTUHBI U KAKHE-TO HOMEPA;

2. Vcrosip3yii 1 OOHOBJISIH aHTUBUPYCHBIE IIPOTPaMMBI U OpaHiMayep. TeM caMbIM ThI
obe3omnacuIlb cebs OT 3aKaYKH BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu wucnoswp3oBanuu Wi-Fi otwioun ¢ysknuio «O6muil goctyn k daiyam u
npuHTepam». JlaHHasg GYHKIUA B3aKpbiTa II0 YMOJIYAaHUIO, OJHAKO HEKOTOphIE
II0JIb30BATEIN aKTUBUPYIOT € JJIs yI00CTBA UCIIOJIb30BAHUSA B paboTe 1in yuebe;

4. He ucnosnp3yit myosamunsiii WI-FI 14 nepeauy JIMYHBIX JAHHBIX, HAIPUMeEp JIA
BBIX0/]a B COLIMAJIbHBIE CETU UJIN B 3JIEKTPOHHYIO I10YTY;

5. Mnosnp3yil Tospko 3amuiieHHoe coeaunHeHne yepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aspeca BBOAU UMeHHO «https://»;

6. B wMoOwibHOM Tenedone orTkiauu ¢GyHknuioo «Ilogkiaouenne k  Wi-Fi
aBTOMaTHYecKn». He momyckall aBTOMaTHUYeCKOTO IMOAKIIOUEHHUs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuanpHBIE CETH

COI.II/IaJII)HI)Ie CETHU aKTHBHO BXOJAT B HaAlly *KM3Hb, MHOT'HE JIIOAU pa60Ta10T U XXKHUBYT
TaM IIOCTOAHHO, 4 B Facebook YKe 3aperucTpupoBad MUJIJINAP/ YE€JI0BEK, UTO ABJIAECTCA
OI[HOﬁ CGI[I)MOIZ BCeX JKUTeJIed IJIaHeThbl. MHOTHe II0JIb30BaTeu He IIOHNMAIOT, 4TO
I/IH(l)OpMaI.II/I}I, pasM€E€mi€eHHad HMMH B COIOHAJIBHBIX CETAX, MOXKET OBITH HafmeHa u
HCIIOJIb30BaHA KEM YyIrOJHO, B TOM YHCJI€ HE 00sA3aTeIbHO ¢ OJIaTUMU HaMEpEHUAMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1 OrpaHuYb CIHCOK JIpy3edl. ¥ TeOs B APYy3bsX HE JOJDKHO OBITh CAyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3ammuiai CBOIO YacTHYIO KU3Hb. He ykaspiBail maposiu, TesaedoHBbI, ajipeca, JaTy
TBOETO POXKJEHUS U JPYIyI0 JINYHYI0 HUHopMaruo. 3JIOyMBIIUIEHHUKU MOLYT
HCIIOJIB30BaTh Jlake WH(OpMAIMI0 O TOM, KaK Thl U TBOU DPOJAUTENU ILIaHUDPYyeTe
IIPOBECTU KAHUKYJIBI;

3. 3amuinan CBOK PemyTaIyIo - IEPIKU ee B YUCTOTE U 3a/iaBail cebe BOIIPOC: XOTe ObI
TBI, YTOOBI JPyTHeE MMOJIb30BATEIN BUIEJIH, UTO ThI 3arpy:kaenib? [logymaii, mpexiae yem
YTO-TO OMyOJIMKOBATh, HATIMCATh U 3aTPY3UTh;

4. Ecim THI TOBOPHIIIB C JIIOJIBMU, KOTOPBIX He 3Haelllb, He UCIIOJIb3yH CBOe peayibHOe
VM ¥ IPYTYIO JINYHYI0 MHGOPMAIU: UMS, MECTO KUTEJIbCTBA, MECTO YUeObI 1 IIPOYEE;

5 HM3b6eraii pasmenienus pororpaduii B IHTepHeTe, rjje Thl N300pa*keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OITP€eJIeJINTh TBOE MECTOIOJIOKEHHE;

6. ITpu perucrpaiuu B COIMATBHOU CETH HEOOXOUMO UCIOIb30BaTh CIOKHBIE TTAPOJIH,
cocrosimue w3 OykB W mudpp U C KOJUYECTBOM 3HAKOB He MeHee 8;



7. JIJ1 conuayibHON CeTH, IOYTHI U JAPYTUX CAUTOB HEOOXOMMO HCIIOJIb30BaTh Pa3HbIE
mmapostu. Torza ecti TeOsi B3JIOMAOT, TO 3JIOYMBINIJIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OTHOMY MECTY, a He BO BCe cpaay.

OJIEKTPOHHBIE JIEHbI'U

DJIeKTPOHHbBIE JIEHbIH — 3TO OYE€Hb YAOOHBIM CIOCO0 IIaTeXKeU, OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIyYUTh 3T JIEHbI'H.

DJIEKTPOHHbBIE JIEHbI'H IOSBUJIUCH COBCEM HETAaBHO W MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITHCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (GYHKIIMOHHPYIOT M O HHMX YK€ IIPOIIMCAHO B 3aKOHE, IJle HX
pasesIAI0T Ha HECKOJIBKO BU/IOB - aHOHUMHBIE M HE aHOHUMHbBIE. Pa3zHUIla B TOM, UTO
AaHOHMMHBIE - 3TO Te, B KOTOPBIX paspeliaercss IPOBOAUTH omepanuu 0e3
uIeHTUUKAIUY T10JIb30BaTe/Is, 4 B HEAHOHUMHBIX HIAEHTH(MUKAIIUU I10JIb30BATEIIS
ABJIAETCS 003aTeIbHOM.

Taxxe cJIeayeT pa3jimdarb 9JIEKTPOHHLBIE (I)I/IaTHbIe AE€HbI' (paBHI)I ToCyaapCTBEHHbBIM
BaJIIOTaM) H SJIEKTPOHHbIE HE(I)I/IaTHI)Ie A€HbI' (He PaBHBI T'OCYyapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 0 OE30MaCHON PaboTe ¢ JIEKTPOHHBIMHY JIEHbraMHU:

1. IIpuBsku K cueTy MOOMJIBHBIN TesieOH. DTO camMblid YOOHBIN M OBICTPHIA CIIOCOO
BOCCTAHOBUTB JIOCTYII K cueTy. [IpuBA3aHHbIN TesteOH TOMOXKET, eCyIi 3a0yAellb CBOM
IJIATEXKHBIU [1apOJIb UJIX 3al/Ielh Ha CAaliT C HE3HAKOMOTI'O YCTPOUCTBA;

2. Mcnonp3y# ofiHOpa3oBbie maposu. Ilocie mepexosa Ha yCHJIEHHYIO aBTOPHU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMaCHOCTH KPAyKH WJIH IepexBaTa IJIaTeKHOTO MapoJis;

3. Boeibepu ciioxkHBIN maposib. IlpecTymHuKam OyZeT He HPOCTO YraZaTh CJIOKHBIN
napoJsib. Hazie’kHble mapoii — 3TO MapoJik, KOTOPhIE COJlep:KaT He MeHee 8 3HAKOB U
BKJIFOUAIOT B ceDOsl CTPOUHBbIE U IPONHUCHBIE OYKBBI, MUGPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JoJutapa, GyHTa, BOCKJIUIATEIbHBIN 3HaK | T.11. Hampumep, StROng!;;

4. He BBOAM CBOU JINUHBIE JJAHHbBIE HA CaﬁTaX, KOTOPBIM HE IOBEPACIID.
SHGKTPOHHa}I IIOHTA

DJIeKTPOHHAA MOYTa — 3TO TEXHOJIOTUSA U IIPeIOCTaBAeMble €10 YCJIYTU 10 IePeChLIKe
U TIOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOPhIE PACIPEAESAIOTCA B KOMIBIOTEPHOMN
cetu. OOBIYHO HJIEKTPOHHBIA IIOYTOBBIN SIIUK BBIMJIAIUT CJAEAYIOINUM 00pa3oM:
Ms_II0JIb30BaTeIA@uUMsA_oMeHa. Tak:ke KpoMe Ilepe/ilauul IPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (haiiibl.

OCHOBHBIE COBETHI 110 HE30IIACHOM PAbOTE C BJIEKTPOHHOU IMOYTOM:

1. Hayo BpIOpaTh mpaBUIBHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OecryIaTHBIX IOYTOBBIX CEPBHCOB, OJIHAKO JIydllle JIOBEPATHh TeM, KOTO 3Haelllb U KTO
TIEPBbIN B PEUTHHTE;

2. He ykaspiBail B IMYHOU MouTe JUYHYIO nHGopMaruio. Hanpumep, jrydiie BoIOpaTh
«MY3BbIKUIbHBIN__(paHAT@» WJIU «POK2013» BMeCTO «TeMal3»;

3. Mcnosib3y#l BYX3TAITHYI0 aBTOPU3AIUI0. DTO KOTZa IOMHMO apOoJisi HY>KHO BBOJIUTD
KO/JI, pUChlIaeMbIi 1o SMS;



4. Bpibepu C0KHBIN TapoJib. JIJ1s KaKO0TO IOYTOBOTO SIIHKA JOJKEH OBITh CBOU
HaJIe>KHBIN, YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Ecsii ecTh BOBMOXKHOCTh HAmHCaTh CaMOMY CBOU JIMYHBIM BOIPOC, UCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. VMcnonp3ylli HECKOJBKO MOYTOBBIX AMIMKOB. IlepBBIM [j1 YAaCTHOU IIEPENUCKH C
ajipecaTaMu, KOTOPBIM ThI JOBepsellb. TO 3JIEKTPOHHBIN aJipec He HaJl0 UCIO0JIb30BaTh
IIpU perucTpanuu Ha ¢popyMax U canuTax;

7. He oTKpbIBal (paiiyibl U IPyrue BJOXKEHHUs B MUCbMax JlaKe eCJIM OHU MPUIILIN OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (aiiiibl;

8. Ilocne oxkoHuaHus pabOTHI HA MOYTOBOM CEPBHICE IE€pe]] 3aKPHITHEM BKJIAIKUA C
caii'ToM He 3a0y/1b HAKaTh HA « BBIATH».

KubepOy IMHT WK BUPTYaJIbHOE U3/I€BATEIHCTBO

KI/I6ep6y.7UII/IHI‘ — IIpeciieaoBaHHE COO6III€HI/IHMI/I, coaeprKalliuM OCKOp6JIeHI/IH,
arpecCuro, 3allyruBaHHE; XYJIMTaHCTBO; COIIMAJIbHOE 6OIL/'IKOTI/IpOBaHI/Ie C IIOMOIIIBIO
Pa3JIMYHbIX MHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 0 OOpHOE ¢ KNOEPOYJUTMHIOM:

1 He Opocaiica B 6oii. Jlyumuii criocob: mocoBeToBaThCsl Kak cebsl BECTU U, €CJTH HET
TOTO, K KOMY MOKHO 00paTUThCSI, TO BHaYaJIe YCIIOKOUTHCSA. ECin Thl HAYHEIIh OTBEYATh
0CKOpOJIEHUSMH Ha OCKOPOJIEHUSI, TO TOJIBKO elife OOJIbIIE PA30XKIKEITb KOH(DJIMKT;

2, YpaBJisii cBoed KubeppenyTamuer;

3 AHOHUMHOCTb B CE€TH MHHMAas. CYIIIGCTBYIOT CITOCOOBI BBIACHUTDH, KTO CTOHUT 3a
AHOHUMHBIM aKKAQYHTOM;

4. He cTouT BecTH XyJIMTAaHCKUU 00pa3 BUPTYaIbHOU *KU3HU. IHTepHET PUKCUDYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZeT KpaiiHe 3aTPy/THUTEIIHHO;

5. CobGutroziait CBOM BUPTYaIbHYIO YECTh CMOJIO/Y;

6. UrHopupyél enmHUYHBIN HeratuB. OAHOPA30BbIE OCKOPOUTEJIHHBIE COODIEHUS
JIydiiie UTHOpUpoBaTh. OOBIYHO arpeccus IMpeKpaliaeTcs Ha Ha4YaJIbHOU CTA/INH;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSMHU, B COIIMATIBHBIX
CeTSIX eCTh BO3MOKHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUH € OIIPeIeJIEHHBIX a/IPECOB;

8. Ecau T cBuzmerenp kubepOy/uimHra. TBOW JIEHCTBHUA: BBICTYIIUTH IIPOTHUB
Ipecjie/ioBaTesid, IIOKa3aTh €My, 4YTO ero JeWCTBUS OIleHUBAIOTCA HEeraTUBHO,
MIO/IJIEP>KATH KEPTBY, KOTOPOH HY?KHA IICUX0JIOTUYECKAs IIOMOIIb, COOOIIUTH B3POCIBIM
0 ¢haKTe arpecCUBHOIO IIOBEJIEHU B CETH.

Mo0OunbHbIH TesedoH

CoBpemenHble cMapTdOHBI U IUIAHIIETHL COZlep>KAT B cebe BIIOJIHE B3POCJIBIHI
dyHKIMOHAK, © Temepb OHU MOTLYT KOHKYpHUPDOBaTh €O CTaIl[MOHAPHBIMU
KoMIbloTepamMu. OZTHAKO, CPE/ICTB 3AIUTHI JJ1 MOJO0OHBIX YCTPOMCTB IIOKA OUEHb MaJIO.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK UHTEHCUBHO, KaK JJIf
ITK, To ke camoe KacaeTcs U MOOUIbHBIX IPUI0KEHUH.



CoBpeMeHHble MOOWJIbHBIE Opay3epbl yiKe MPaKTUYEeCKHd JIOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacIiiupeHre QYHKIMOHAIA BJIeUET 32 COOO0U OOJIBIIYIO CI0KHOCTh U
MEHBIITYIO 3aIUIIEHHOCTD.

Jlayieko He Bce IMMPOM3BOIUTENN BBIMYCKAIOT OOHOBJIEHHS, 3aKPBIBAIOIINE KPUTHYECKHE
YA3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJILHOTO TeyiepoHa:

1. Huuero He sIBJsETCA IIO-HACTOAIIEMY OeCIIaTHBIM. Byab OCTOpOKeH, BeAb KOTa
Tebe mpesIaraloT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO IJIaTHBIE
YCIIyTH;

2. Jlymaii, mpex/jie ueM otupaButb SMS, ¢poTo niu Bujeo. Thl TOUHO 3HAEIIb, I7le OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo11M0 0OHOBJIATH OIlepAIIMOHHYI0 CUCTEMY TBOEro cMapT@oHa;
4. Victioib3yii aHTUBUPYCHBIE IIPOTPAMMBI /IJ11 MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy)1<a1‘71 IIPUJIOKEHUA OT HEN3BECTHOT'O NCTOYHHKA, B€Ab OHU MOTYT COAEPKATb
BPEAOHOCHOE IIPOTrpaMMHO€ o6ecnequI/Ie;

6. ITocsie TOTO Kak ThI BBIMIEINTH C CailiTa, I7le BBOAWJI JUYHYIO HHDOPMAIUIO, 3ak U B
HAaCTPOHKHU Opaysepa u yaaau cookies;

7. HepI/IOI[I/I‘-IeCKI/I HpOBepﬂﬁ KaKue IlJIaTHbIE YCJIYTH aKTUBHUPOBAHBI HAa TBOEM HOMEDPE;

8. JlaBail cBoil HOMep MOOWJIBHOTO TesedoHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAENIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth fmoykeH OBITH BBIKJIIOUEH, KOTZla Thl UM He MOJIb3yellbcs. He 3a0biBaid
MHOT/Ia IIPOBEPATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpacouyHble, 3axBaTHIBAIOIUE pa3BJleueHus,
00BEUHAIONIYE COTHH THICAY UeJIOBEK IO BceMy MUPY. VITPOKH HCCIIeAYIOT JaHHBIA UM
MHUD, OOIIAIOTCA APYT C JIDYTOM, BBITIOJHSAIOT 33/IaHUs, CPAKAIOTCA C MOHCTPaAMH U
IIOJIy4alOT OIBIT. 3a Y[OBOJBCTBHE OHHU IUIATAT: IIOKYyHAKT JHUCK, OIUIaYUBAIOT
a0OHEMEHT WJIU TPUOOPETAIOT KaKHe-TO OIIIUU.

Bce aTu cpezcrBa uAyT Ha MOJJepKaHUWe W Ppa3BUTHE WUIPHl, a TakKkKe Ha caMy
6e30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbI aBTOPU3AI[UH, BBIIIYCKAIOTCA HOBBIE IATUYU
(mudpoBbIe 3aIUTATKH 71 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B l'IO]_IO6HI)IX Urpax CTOUT OIlaCcaTbCAd HE€ CTOJIbBKO CBOHX COIIEPHHKOB, CKOJIBKO KpaXXu
TBOE€T0 I1apOJid, HA KOTOPOM OCHOBaHa CHUCTEMAa aBTOpHU3allNA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30IIACHOCTU TBOETO HUI'POBOr'O aKKAyHTa:

1. Ecsiu ipyro#t urpok BezieT cebs II0X0 WK co3AaeT Tebe HeIPUATHOCTH, 3a0JI0KUPYH
€ro B CIICKe UTPOKOB;

2. Tloxkamyiica aJMUHHCTpATOpaM WUIpPbl Ha IUIOXO€ IOBeJieHHe BJTOTO UTPOKa,
JKeJIaTeJIbHO MIPUJIOKUTH KaKHUe-TO JJ0Ka3aTeIbCTBa B BU/Ie CKDUHOB,



3. He yxazsiBaii imuHy1o nHpOpMaIUIo B Ipodaiie urpsl;
4. YBaxkail Ipyrux y9acCTHUKOB I10 UTPE;

5. He ycranaBimBai HeouIaabHbIe TATIN U MOJIbI;

6. crniosip3yl c10kHbIe U Pa3Hble I1apoJIy;

7. Jla>ke BO BpeMs UTpPbl HE CTOUT OTKJIIOYATh aHTUBHpPYC. IIoka Thl urpaems, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

QOUIIMHT WX Kpaxa JINYHBbIX JaHHbIX

OOBIYHOU KparkKeH JieHer W JIOKYMEHTOB CErOfHs VK€ HHKOIO He YHWBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKHA IIEPEMECTHJINCh B MHTEPHET, U
IIPOJIOJKAIOT 3aHUMATBHCS «JTIOOUMBIM» JI€JIOM.

Tak mosiBUIach HOBas yrpo3a: HHTEPHET-MOIIIEHHUYECTBA UK (QUIIWHT, TJIaBHAA I€JTb
KOTOPOTO COCTOUT B IIOJyUeHUH KOH(PUIEHIIUATBHBIX JAaHHBIX IIOJb30BaTeed —
JIOTUHOB ¥ maposiedi. Ha anrnuiickom s3bike phishing ynraercs kak ¢pummar (ot fishing
— pBIOHAsA JI0BJIA, password — MapoJib).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

L CJIeI[I/I 3a CBOHMM aKKayHTOM. Ecau Tb1 Imogo3peBaenib, 4TO TBOA AHKETa ObLIa
B3JIOMaHa, TO HeO6XOHI/IMO 3a6JIOKI/IpOBaTb ee u COO6H.II/ITb AIMHUHHUCTpAaTOpaM pecypca
00 3TOM KaK MOKHO CKOpe€e;

2. HCHOJII)SYﬁ Oe30IacHbIe B€6-CaflTbI, B TOM 4YuCJI€, HWHTEPpHET-MarasuHoB H
IIOMCKOBBIX CUCTEM;

3. Mcnonb3y# ciiokHBIE U pa3Hble maposu. Takum o6pa3oM, ecau TebOs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKY TOJIyYaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY ITPO(MIIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3JIOMaJIH, TO HeO6XOZLI/IMO IpeayInpeanTb BCEX CBOUX 3HAKOMBIX, KOTOPbIE
ZLO6aB.TIeHbI y TeOsA B APYy3bAX, O TOM, 4YTO TeOsI B3JI0MAaJIN 1, BOBMOXHO, OT TBOEro
HMEHU 6YZ[6T PacCblyIaThbCA CIIaM U CCbIJIKK Ha (1)I/IIIII/IHI‘OBI>I€ CaﬁTbI;

5 YcraHnoBu HaieXkHBIHA maposib (PIN) Ha MOOMITBHBIN TeedOH;
6. OTKJIIOUH cCOXpaHEHHUeE MapoJis B Opaysepe;

7. He oTkpwiBaél dailibl U IpyrUe BJIOXKEHUSA B MHUChMAaX JIJKe €CJIM OHU IMPUIIUIU OT
TBOUX Jipy3el. JIyullle yTOUHU Y HUX, OTIIPABJIAIN JIU OHU Tebe 3TU daiiibl.

Hudposasn penyranusa

udposas pemyranus - 5T0 HeraTUBHAA WM NMO3UTHUBHAA UHpoOpMAIUs B ceTU O Tele.
Komnpomerupytomaa nHbopmanus pasMellleHHass B HHTEpPHETE MOKET Cepbe3HbIM
0b6pa3oM OTpa3UTHCA HA TBOEH peasbHOU ku3HU. «[[udpoBas pemyrauusa» - 3T0 TBOU
MMU/IK, KOTOPBIU popmupyercs u3 nHbopmaiuu o Tebe B UHTEPHETE.

TBoe MecTO IKUTENbCTBA, Y4uebbl, TBOe (UHAHCOBOE TOJIOKEHNE, OCOOEHHOCTH
XapaKTepa U paccKasbl 0 OJIU3KUX - BCE 3TO HAKATLJIMBAETCS B CETH.



MHoTrHe TOAPOCTKH JIETKOMBICJIEHHO OTHOCSITCS K MyOIMKAINY JIMYHON WH(pOpMAaIuu B
HNuTepHeTe, HEe MOHUMASA BO3MOKHBIX IMOCJIeACTBUI. ThHI Take HE CMOXKEIb JOTaaThCs
0 ToM, uTO (poTorpadusi, pa3MeIleHHas 5 JIET Ha3aJl, CTajla IPUYNHOA OTKa3a MPUHATh
Tebs1 Ha paboTy.

KommenTapuu, pasmeleHue TBoux ¢ortorpaduil U Apyrve JAeWCTBUSA MOTYT He
HCUE3HYTh JlasKe II0CJIe TOTO, KaK Thl UX yJINIb. Thl He 3HAEIlb, KTO COXPAHUJI ITY
nHpOpManuoo, Iolaja JU OHA B IOUCKOBBIE CHUCTEMBl M COXpPaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAlOT O Tebe OKpy:Kalolllee JIIO/IN, KOTOPble HAaUAyT U YBUAAT 3TO.
Hatitu mHGOpMAaINI0 MHOTO JIET CIIyCTSA CMOKET JII000H - KaK U3 I00PBIX OOy KIAEHUH,
TaK ¥ C HaMepeHHeM IPUUYNHUTH Bpes. ITO MOXKET OBITh KTO YTO/THO.

OcHOBHBIE COBETHI IO 3aluTe NU(PPOBOU peryTaluu:

1. I[Togymai, mpexe UyeM UTO-TO ITyOJIMKOBAaTh U IMeEpelaBaTh y cedsa B Osiore WId B
COITMAJIbHOHU CEeTH;

2. B HacTpolikax nnpo¢uisg yCTaHOBU OTPAaHUYEHUS Ha IIPOCMOTP TBOEro Npoduiis U ero
COJIEPKUMOTO, C/leJIall €T0 TOJIBKO «JJISA IPy3€ei»;

3. He pasmernaii 1 He yKa3bsIBaii HH(GOPMAIHIO, KOTOPAsA MOXKET KOro-JI100 OCKOPOJISThH
UJIN OOUKATh.

ABTOpCKOE TIpaBo

CoBpeMeHHbIE IIKOJBHUKH- AaKTHUBHBIE II0JIb30BATENH ITM(PPOBOTO IPOCTPAHCTBA.
OnmHako JlajJieko He BCe B3HAKT, YTO II0JIb30BaHWE MHOTHMH  BO3MOKHOCTSIMH
T POBOTO MUpa TpedyeT COOTI0eHNS ITPAB HA UHTEJIJIEKTYTbHYI0 COOCTBEHHOCTbD.

TepMUH «HWHTEJUIEKTyaJIbHAsA COOCTBEHHOCTH» OTHOCHUTCSA K Pa3JIMUHBIM TBOPEHUSIM
YeJIOBEUECKOT0 yMa, HAaYWHas C HOBBIX H300peTeHWH U 3HAKOB, 0003HAYAIOIIHX
COOCTBEHHOCTh HA IPOJYKTHl W YCJIYTH , M 3aKaHUYMBas KHUTaMH, (otorpadpusiMmu,
KUHOGHUIBMAaMH U My3bIKaJIbHBIMH ITPOU3BEIEHUSMH.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYUIbHYI0 COOCTBEHHOCTD Ha ITPOU3BE/IEHUSA
HayKH, JINTEPATYPhl U UCKycCTBA. ABTOpPCKHUE IIpaBa BBICTYHAIOT B KauecTBe TapaHTUHN
TOTO, YTO UHTEJUIEKTYJIbHBIN/TBOPUECKUU TPYJ, aBTOPA He OyZIEeT HAIIPACHBIM, JJACT MY
CIIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HA Pe3yJbTaTaX CBOEro TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Npus3HaHue. Hukro 6e3 pa3pelnieHns aBTopa He MOKET BOCIIPOU3BOIUTh
€ro TMPOU3BEJIEHUE, PACIPOCTPAHATh, IyOJIUYHO JAEMOHCTPUPOBATh, IPOJABATH,
MMIIOPTUPOBATh, MyCKATh B IIPOKAT, IIyOJINYHO HCIIOJHATH, TOKA3bIBATh/UCIIOTHATH B
adupe wiu pa3memaTth B VIHTEpHeTE.

Vcronp30BaHUE «IIHUPATCKOTO» IIPOTPAMMHOrO OOecIevYeHUus MOXKET IIPUBECTH K
MHOTHUM PHICKaM: OT IOTE€PH JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO
YCTPOWCTBA, T7le YCTAHOBJIEHHBIN He JierajibHasA nmporpaMmma. He cTouT Tak:ke 3a0bIBaTh,
YTO CYIIECTBYET JIeTaJIbHbIE U OeCIIaTHbIE TPOTPAMMBbI, KOTOPBbIE MOXKHO HAWUTH B CETH.

O noprasne

CereBU4OK.pp - TBON IJIaBHBIM COBETYUK B CeTU. 37leChb ThI MOXKEIIb Y3HATh O
6e30MacHOCTH B CETH IMOHATHBIM U JOCTYIIHBIM Sf3BIKOM, a IPU BO3HUKHOBEHUU
KPUTUUECKOM CUTyalUd OOpaTUTBhCA 34 COBETOM. A TakKe IPUHATh ydacTHe B
KOHKYypcax 51 CTaThb CaMbIM 11 ppPOBBIM rpaskJaHuHOM !
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